Virtual Chief Information Security Officer

Filament Information Security is a nonprofit organization that provides at-cost cybersecurity and
compliance services to organizations with high exposure but limited internal resources. Many schools and
local governments request ongoing cybersecurity leadership because they require assistance in managing
their full security programs. Our block of hours option provides access to an experienced analyst who
serves as your virtual Security Officer, giving you expert guidance and hands-on support when you need it,
without the cost of a permanent hire.

Program Highlights

« Flexible Hours: Use blocks of time for meetings, planning, or hands-on support as your needs evolve
and as your program matures.

« Customized Cadence: Choose monthly, bi-weekly, or another meeting schedule that works best for your
team and their operations.

- Simple Billing: Hours are tracked and billed monthly, with no long-term contracts required. Authorize
your hours and start billing, then choose to renew when they run out.

What You'll Receive

- Strategic Guidance: Regular check-ins to review progress, set priorities, and align with your
organization's initiatives. Stay up to date on security trends with a designated analyst.

« Program Maintenance: Support for Governance, Risk, and Compliance system updates, policy reviews,
and ongoing compliance and reporting needs for your organization.

« Incident Response and Audit Support: Assistance with incident planning, tabletop exercises, and
responses in your corner for compliance audits or real-life incidents.
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Contact today
to sign up!
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Art Provost

Filament Information Security
402.479.6848
ArtP@filamentservices.org

Brendan Conway

Filament Information Security
402.479.6991
BrendanC@filamentservices.org
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1300 O Street
Lincoln, NE 68508

800.850.8397
filamentsecurity.org

Ohio H.B. 96, Section 9.64(C)

“The legislative authority of a political subdivision shall adopt a cybersecurity
program that safeguards the political subdivision's data, information technology, and
information technology resources to ensure availability, confidentiality, and integrity.

The program shall be consistent with generally accepted best practices for

cybersecurity, such as the national institute of standards and technology cybersecurity

framework, and the center for internet security cybersecurity best practices...”

J

NIST Cybersecurity Framework (CSF)

The National Institute of Standards and Technology (NIST) Cybersecurity

Framework (CSF) provides a set of guidelines to improve an organization's

cybersecurity posture. These guidelines are organized into six control
families, each designed to cover different aspects of cybersecurity
management and protection for organizations with limited resources.

- Identify - Detect - Recover
- Protect - Respond - Govern
Meet the Team
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