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	Compliance & Risk Management
	Yes, No or N/A
	Comments

	Does the vendor comply with industry security standards (e.g., ISO 27001, SOC 2, HIPAA, GDPR)?
	
	

	Has the vendor undergone a recent security audit or risk assessment?
	
	

	Does the vendor have a history of security breaches or major incidents?
	
	



	Product & Data Security
	Yes, No or N/A
	Comments

	Is all sensitive data encrypted in-transit and at-rest?
	
	

	Does the product enforce access controls (RBAC, MFA, SSO)?
	
	

	Are there logging and monitoring capabilities for security events?
	
	

	Does the vendor provide regular security updates and patching?
	
	


	Privacy & Data Protection
	Yes, No or N/A
	Comments

	Does the vendor collect, process, or store personally identifiable information (PII)?
	
	

	If yes, does the vendor provide clear data handling policies, opt-in/opt-out mechanisms, and a process for data deletion?
	
	

	Does the vendor limit the use and sharing of PII to only what is necessary?
	
	

	Can users or organizations request access, correction, or deletion of their data?
	
	



	Operational Security
	Yes, No or N/A
	Comments

	Is the vendor’s incident response plan documented and tested?
	
	

	Does the product or service have resiliency measures (e.g., backups, disaster recovery, failover processes)?
	
	

	Can the vendor provide service-level agreements (SLAs) covering security, uptime, and breach response?
	
	



	Deployment & Integration Risks
	Yes, No or N/A
	Comments

	Can the product integrate securely with existing infrastructure and APIs?
	
	

	Are secure configuration and hardening guidelines available?
	
	

	For cloud solutions: Does the provider offer customer-controlled encryption and compliance tools?
	
	

	For on-premises solutions: Are there physical security and access control protections?
	
	



Additional Comments
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